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1. MECTO JUCLIHMITJINHLI B CTPYKTYPE OBPA3OBATEJIbHOU ITPOI'PAMMEBI

1.1. TpeOGoBaHMs K MPEIBAPUTEIBHON MMOATOTOBKE OOYYAIONIMXCS, MPEIIICCTBYIOIINE
U COITyTCTBYIOIINE JUCIUTUIMHBI, HA KOTOPBIX OCHOBBIBACTCS M3YUYCHHE TAHHOM:

JMCHIUIUIAHBI IPOTPaMMbl OakaiiaBpuata: 3ammra HHPOPMAIUU B KOMITBIOTEPHBIX CETIX,
DKCHepTHBIE CHCTeMbl B WH(GOPMAIMOHHOW Oe30macHOCTH, MOJETUpOBaHUE U CHCTEMBI
TPUHSATHS PEIICHHH.

1.2. JlucuuruiMHbI, KypcoBbIe paOOTHI M MPAKTUKH, JUII KOTOPHIX OCBOCHHE JTAHHOUN
JMCIATUTMHBI HEOOXOIMMO KaK MPEIIeCTBYOIIEE:

(dhopMHUpYyeT HABBIKU IO MPOCKTUPOBAHUIO U MOCTPOCHHUIO CUCTEM IMEpPEAadu TOJIOCOBBIX
JIAHHBIX B CETSX OOIIET0 MOJIh30BAHMUS, a TaK )K€ MPOCKTUPOBAHUE CPECTB 3AIIUTHI 3TUX JTaHHBIX,
9TO HEOOXOAMMO JI MPOXOXKIACHUS MPAKTUK W TOJATOTOBKU BBIMMYCKHON KBaTH(UKAIMOHHON
paboTHI.

2. OIMMCAHUE JUCHUITJIMHBI

2.1. OOmas xapakTepHuCTHKA
HaunMmeHoBaHuUe mokaszaresns 3HaueHHe TOKa3aTels
Ha3zBanue 00pa3oBaTebHOM MPOrpaMMbl 10.04.01 Uudopmanmonnas 6€30macHOCTb
(MarucTepckas mporpamma:
WudopmanmonHas 6€301MacHOCTb)

[IIudp 1 Ha3BaHUE B COOTBETCTBUU C b1.B./IB.4.1. ABTOMaTu3upoBaHHbIE
Y4eOHBIM IIJIAHOM CUCTEMBI PATMOMOHUTOPUHTA

Yactp 006pa3zoBaTesIbHOM MPOrpamMmbl BapuaTuBHas yacTth: BbIOOp 00y4aromerocs
KonuuecTBO 3a4eTHBIX €IMHULL / BCETO YacOB 4144

2.2.  PacnpepeneHue yacoB 1o popMam M nepuojaM o0ydeHus

OO11ee KOJIMYECTBO YaCOB
o
= CcaMOCTOSI-
dopma 2 @ .
>| 2 | mekuu- | nabopa- | NpaKTH- | TeJbHOM dopma
o0y4eHus &3 BCETO
3 OHHBIX | TOPHBIX | YECKHX | paboThI + KOHTPOJIS
KOHTPOJIb
Ouynas, Bcero 2 3 17 34 - 93 144 9K3aMeH
OuHo-3a04Has, | 2 4 5 10 - 129 144 JK3aMeH
BCETO

3. LEJU JUCIUTUIMHBI

OcBoeHrE TEPMHUHOJIOTHYECKOTO ¥ TOHSITHHHOTO ammapata WHXEHEPHOW o0yacTu
aBTOMAaTU3MPOBAHHOI'O PaJUOMOHUTOPUHTIA C LEIBIO PEIICHUs IIEPCIIEKTUBHBIX 3aJ1a4 U CPEACTB
MacIITaOMpOBaHUST M KOHBEPreHIUH cpeactB PM ¢ ucnonb3oBaHHEM  COBPEMEHHBIX
UH(POKOMMYHHUKAIIMOHHBIX TEXHOIOTUI. V3ydeHne COBpeMEHHBIX CIIeUaIn3UPOBAHHBIX CPE/ICTB
U HUX BO3MOXHOCTEM [UIsi pelleHdus pa3HooOpasHbIX 3anad  paauoMoHutopuHra (PM),
ocoberHocTeit PM pacnipocTpanEHHBIX OECIPOBOIHBIX MPOTOKOJIOB CBSI3U, BO3MOxHOcTel SDR
CHCTEM, KOTOpBIE MO3BOJIAT pemaTh 3a1adyd PM, BO3MOKHOCTEH M aJITOPUTMOB ITPOTPAMMHOIO
yIpasieHus npoueccoM PM.

4. KOMITETEHIIMN OBYYAIOINEI'OCA, @OPMUPYEMBIE B PE3YJIBTATE
OCBOEHNMA KOMIIOHEHTA OBPA30OBATEJIbBHOU ITPOI'PAMMEI, X UH/IMKATOPBI
N INTAHUPYEMBIE PE3VIJIBTATBI ObYUYEHU A

4.1. KomnereHuuun



Komnereniun WNHaukaTopsl PesynbraThl 00y4YeHus

ITIK-1. Pa3paboTka I1K-1.3. Pa3zpaborka | [1K-1.3.1. 3HaeT OCHOBHBIE IPUHITUIIBI U

CHCTEM 3aIlUThI IPOTPaMMHO- 3aJja4i MEPOTIPHUATUN IO

uHpopManuu anmnapaTHbIX CPEJCTB | aBTOMAaTU3MpoBaHHOMY PM, HOMEHKIATYypy

aBTOMATH3UPOBAHHBIX | JJISI CUCTEM 3alIUTHl | KaK CHEIHATU3UPOBAHHBIX, TaK U

CUCTEM uH(popMaluu YHHUBEpPCaJIbHBIX KOMILIEKCOB PM,
ABTOMATH3UPOBAHHBIX | JIAHAMA(T YyIpo3 U THIIOBBIE YSI3BUMOCTH
CUCTEM 0ecrpOBOIHBIX MPOTOKOJIOB C CUCTEM CBSI3H,

CpeacTBa 00ECTICUCHUS U CO3/IaHuUs
pacnpenenéHubix cuctem PM.

[IK-1.3.2. Ymeet pa3zpabaTeiBaTh MEXaHU3MBI
KJIaCCU(UKALMU PaJHOCUTHANA, MPOBOJIUTH
ayJUT CHUCTEM HA COOTBETCTBUE KPUTEPHUSIM

uH(bOpMaITMOHHON 0€30I1aCHOCTH,
ONpEACATh MOTCHIHUATBHBIA  JaHAmagT
yrpo3, CBSI3aHHBIX C TEXHOJOTHSIMU Ha

KOHKPETHOM OOBEKTa, OCYIIECTBIISATH MOMCK
HEITUICH3UPOBAHHBIX UCTOYHUKOB
paroCUTHANA.

[1K-1.3.3. Bnaaeer 3HaHusAMH 1O padoTe C
CEPBEPHBIMH PEATM3ANMSIMH OTNEPANUOHHBIX
CHCTEM, METOJIMKON TIOUCKAa TOOOYHBIX
ANIEKTPOMArHUTHBIX HW3JIy9eHUH, HaBBIKAMU
paboThI c cepTUGUIUPOBAHHBIMHU
CpEJCTBAMU aHAJIM3a 3AIIUIIICHHOCTH.

o. I[TPOI'PAMMA JJUCHUITJINHBI

HazBanue teMnl

Kpatkoe copeprkanue TeMsbl (BOIIPOCH! TEMBbI)

Tema 1. PaninoMOHUTOpPUHT 1
APM B coBpeMEHHOM MHpE.

Yro Takoe paluOMOHUTOPHUHT.

3anauu paMOMOHUTOPUHTA.

[TpennocelIky aBTOMAaTU3alUU PaAHOMOHUTOPUHTA.
OOBeKTH PaIUOMOHUTOPHUHTA.

Busl pagmioMOHUTOpHHTA.

JUTMHBI BOJIH M UX 0COOEHHOCTH

Tema 2. CoBpeMeHHBIE
cpeacTsa
aBTOMATHU3UPOBAHHOTO
PaOMOHUTOPUHTA.

ACPM.

OcHoBHBIE U JlononHuTeNbHbIE GyHKIHH ACPM.
Knaccugukannonnsie xapakrepuctuku ACPM.
Tpe6oBanwus k cpeacream ACPM (B TOM uucie U 1o
HanpasiieHuto Ub).

Cewmelicta ycrpoiicts ACPM.

CepTudunupoBaHHbIe U JOCTYIHbIE JIJIS TOKYIKU CPEJCTBA

Tema 3. CTex TEXHOJIOTUN

SDR.

Hnest n BosankHoBenne SDR.

Apxurekrypa SDR.

Cdoepst mpumenenus SDR.

OrpaHudeHus, JOCTOMHCTBA U HEJAOCTATKHU.

SDR nnst cnenmanucTa mo nHGOpMaIMOHHON 0€30MMacHOCTH.
ITepcniektuBsl pazButus SDR cucrtem.

Tewma 4. AnmapaTHbie

1aT(OPMBI, peaIn3yIOIINe

kounemnuio SDR.

OcHOBHBIC XapaKTCPUCTHUKHU, U HACTpanBacMbIC

BO3MOKHOCTH, peanu3oBannbie B SDR anmnapartype u [10.
RTL-SDR. SDRPlay. HackRF One.
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[TpuMepbl MPOrpaMMHOTO 00eCTIeYeHus AT MPOCTEHIITNX
3amay PM c ucnonp3oBanueMm SDR mnatdopm. Ubertooth
One.

Tema 5. baHkH OTKPBITHIX
JTaHHBIX PAAHOYACTOT U
TexHoJIorust web-sdr.

[TosrydyeHue cBeNEHUH O JIOKAJIBHBIX PA0YacTOTax HA
KOHKPETHOU TEPPUTOPHH.

I'nmoGanbHble 06a3bl JaHHBIX BEIIAIOLINX YCTPOMCTB.
ba3bl JaHHBIX JUIMHHOBOJIHOBBIX BEIIAIOIINX CTAHLIUN.
KapTbl noKpbITHSI 1 06a3bl CITyTHUKOB CBSI3U.
Texunonorust WEB SDR. OpenWebRX.

Tewma 6. PannomoHuTOpUHT
TeJe- U PaJOBEIIATEIbHBIX
CHUT'HAJIOB.

[TpuHIIUTIBI TEJIe U PaJMOBEIIAHHUS.

AHajnoroBoe u uQpoBOE BEIIaHUE.

Tenesemanue cpeactamu SDR, ananu3 Ha CTOpoHE
MIPUEMHHUKA.

Pannosemianue cpencreamu SDR (am/fm), ananus Ha
CTOpPOHE MTPUEMHHKA.

[TonaBneHue Tene U paIMOCUTHAIIOB.

Tene u paguocursaisl B 3a1a4ax APM.

Tema 7.
ABTOMAaTH3UPOBaHHBIN
PaAMOMOHUTOPHUHT
CIlyTHUKOBBIX CHCTEM

(GPS\I'moracc\NOAA).

CnytHukoBsle TexHOnoruu cBasu. SATCOM.

CnyTHUKOBBIE TEXHOJIOTMH reono3uimonuponanus. GPS.
Galileo/Glonass.

MeTteopoaoruueckue ClyTHUKU U UX CUTHAJIBI.

[Tpuém cryTHHKOBBIX curHanoB cpeactBamu SDR. Crydunr
Y 3al1yMJICHHE CUTHAJIa CIYTHUKOBBIX CUCTEM.

Tema 8. PannomonuTOpuHT
ceTeil MOOMITbHBIX
OIEPaTOpPOB.

ApXHTEKTypa MOOHIILHOW CETH M €€ CUTHAJIBL.

dopmarthl TaKeTOB, HUPKYIUPYIOMIUX B CETAX MOOMIBHOMN
CBSI3H.

Crannaptsl cBs3u (GSM, 3G, 4G).

VSI3BHMOCTH CeTeH MOOUIILHOH CBSI3H.

[TopaBiieHNE CUTHATIOB MOOMIIBLHBIX 0OA30BBIX CTAHIIUI.
MoOwuibHasI CBSI3b M pATMIOMOHUTOPHHT.

Tema 9. ParnomMoHUTOPUHT
MOOOYHBIX ANEKTPOMArHUTHBIX
U3JIy4YEHUHN U HABOJOK.

[TpuHIMIIBI ¥ TPUPOAA aTaK MO MOOOYHBIM KaHaJIaM.
Knaccugukanys THIOB aTak 1o MOOOYHBIM KaHajIaM.
HenpennamepeHHsble U3Iy4YeHUsI.

DIIeKTPOMarHUTHBIE U3TyUCHUSI.

AKYyCTHYECKHUE U3ITyUYEHHUS.

W3myyenus no noTpedIeHuIo.

OnTtuueckue.

Wznydenust, CBA3aHHBIE C alllTapaTHBIMU YSI3BUMOCTSIMH.
Unentudukanus [IDMHUH u MmeToauka moucka.
[TpenoTBpareHne aTak 1Mo moOOYHBIM KaHaJIaM.

Tema 10. O630p cucrem CAIIL
IUTSL peIIeHus 33124
PalMOMOHUTOPUHTA. reverse
engineering cUrHasos.

Urto Takoe cucteMa aBTOMaTU3UPOBAHHOTO
NPOEKTUPOBAHHUS.

GNU Radio OcHoBHBIE 6JIOKH.

I'enepanys CUTHAIIOB.

Krnaccuueckuii npuém 1 aHamu3 CUTHAJIOB.
Ilepenaua curxana v noJaBJiCHUE.
[TporpaMMHBIe BO3MOXHOCTH (hperiMBOpKA.
Ucnons3osanne GNU Radio B 3agauax ACPM.
Reverse engineering. [1O ans Reverse engineering
CUTHAJIOB.

CpencTBa NpoTHUBOACUCTBUSI.

Replay aTaku.




6. CTPYKTYPA U COAEPXXAHUE JUCHUITIJINHBI

6.1.

dopma 00ydeHus — oyHasi, Kypc — 2, ceMecTp — 3

HaumenoBaumus pPasaciioB U TCM

KomnunuectBo yacoB

Jlexu. | Jla6op. | Ilpakt. | CPC+K | Beero

Tema 1. Panuomonutopunr u APM B 1 2 - 9 12
COBPEMEHHOM MHpE.
Tewma 2. CoBpeMeHHBIC CPEICTBA 1 2 - 10 13
aBTOMATH3MPOBAHHOTO PaIMOMOHUTOPUHTA.
Tema 3. Ctek Texnosorui SDR. 2 2 - 9 13
Tema 4. Anmapartasie 1aTGOPMBI, 2 2 - 10 14
peanuzytomue konuenmuo SDR.
Tema 5. baHku OTKPBITBIX JaHHBIX 1 2 - 10 13
paarovacToT U TeXHOoJIorHs web-sdr.
Tema 6. ParnoMoHUTOPUHT Telne- U 2 4 - 9 15
paZioBeNIaTeIbHBIX CUTHAJIOB.
Tema 7. ABTOMaTHU3UPOBAHHBII 2 4 - 9 15
PaAMOMOHUTOPUHT CITYTHUKOBBIX CUCTEM
(GPS\I'tonacc\NOAA).
Tewma 8. PannoMoHuTOpHHT ceTeit 2 4 - 9 15
MOOWJIBHBIX OIIEPATOPOB.
Tema 9. PamnoMOHUTOPUHT MTOOOYHBIX 2 6 - 9 17
ANEKTPOMArHUTHBIX U3TYYCHHUH U HABOJOK.
Tema 10. O630p cucrem CAII s perneHus 2 6 - 9 17
3a/1a4 palMOMOHUTOPUHTA. TEVerse
engineering CUTHaJIOB.
HNTOI'O 110 KOMITOHEHTY OIIOIT 17 34 - 93 144

6.2. ®Popma o0yueHHsI — OYHO-3a04Has1, Kypc — 2, cemecTp — 4

HawnmenoBaHus pa3ienoB u TeM Konmriiectso Hacos

Jleku. | Jlabop. | Ilpakt. | CPC+K | Beero

Tewma 1. Paguomonutopunr u APM B 0,5 1 - 13 14,5
COBPEMEHHOM MHDE.
Tema 2. CoBpeMeHHBIE CpeicTBa 0,5 1 - 13 14,5
aBTOMATH3MPOBAHHOTO PaIMOMOHUTOPHHTA.
Tema 3. Ctek Texnoaoruii SDR. 0,5 1 - 13 145
Tewma 4. Annapartsble m1aThOpMBlI, 0,5 1 - 13 14,5
peanuzyronue Konuenuuo SDR.
Tema 5. bBaHku OTKPBITHIX TaHHBIX 0,5 1 - 12 13,5
paIMoyacToT U TEXHOJOTHs web-sdr.
Tewma 6. PamnoMoHUTOPUHT Teje- U 0,5 1 - 13 14,5
paMoOBEIIATeIbHBIX CUTHAJIOB.
Tema 7. ABTOMaTU3UPOBAHHBIN 0,5 1 - 13 14,5
PaMOMOHHUTOPHUHT CITyTHUKOBBIX CUCTEM
(GPS\I'tonacc\NOAA).
Tewma 8. PamnoMoHUTOPHHT ceTeit 0,5 1 - 13 14,5
MOOMJIBHBIX ONIEPAaTOPOB.
Tema 9. PamnoMoHUTOPHUHT TOOOYHBIX 0,5 1 - 13 14,5

QJICKTPOMAT'HUTHBIX H3Hy‘ICHHI>'I 1 HAaBOJOK.




Tema 1

3a7a4 paJiOMOHUTOPUHTA. TEVerse
engineering CUTHAJIOB.

0. O630p cuctem CAII ans pemeHus 0,5 1 - 13 14,5

HNTOI'O 110 KOMIIOHEHTY OIIOIT 5 10 - 129 144

7.

OLEHOYHBIE MATEPUAIJIBI (CPEACTBA) JIS1 TEKYIIEI'O KOHTPOJIAA
YCIIEBAEMOCTH, IPOMEXYTOYHOU ATTECTALIUU

7.1.  KoHTpoibHBIE BOIPOCHI

OCoOoO~NOoO Ul WN -

23.

. Uto Takoe PM.

. 3amaun PM.

. lIpennoceinku nosisienust ACPM.
. O0BexTH PM.

. Buner PM.

. CBepXIJTMHHBIE BOJIHBI.

. JJIMHHBIE MOJIHBIL.

. CpenHue BOJIHBI.

. KopoTkue BOIHBI.

. YIBTPaKOPOTKHE BOJIHBI.

. OcHOBHBIE U AonoNHUTENbHbIE QyHKIMK ACPM.

. Knaccudpukaunonnsie xapakrepuctuku ACPM.

. TpeboBanus k cpencream ACPM (B ToM uucie u 1o Hanpasienuto 1B).
. CemelictBa ycrpoiicts ACPM.

. CeprudunmpoBaHHbIie U JOCTYIHBIE I MOKYNKU cpeacTBa ACPM.

. Unea u Bo3nukHoBenune SDR.

. Apxurekrypa SDR.

. Cdepor npumenenus SDR.

. Cranuu amxenns nHpopmanuu no Tpakty SDR

. Orpannyenusi, JOCTOMHCTBA U HEAOCTATKH.

. SDR 151 cieruanucta mo uH(GOpMaImoHHOM 0€30MacHOCTH.

. [lepciextuBel pazsutus SDR cucrem.

OcHOBHBIE XapaKTEPUCTHKH, U HACTpPauBaeMble BO3MOXKHOCTH, peaian3oBaHHble B SDR

anmnaparype u I10.

24
25
26
27

. RTL-SDR

. SDRPIlay.

. HackRF One.

. [Ipumeps! mporpaMMHOTo obecneueHus i npocrelimux 3agad PM ¢ nucnosnbs3zoBannem

SDR mardopm

28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.

[Tonyuenue cBeieHUI O JIOKAJTIbHBIX PaMOYacTOTaX HA KOHKPETHOU TEPPUTOPHUH.
I'moGanpHBIe Oa3bl JAHHBIX BEMIAONTUX YCTPOUCTB.

ba3bl 1aHHBIX ITMHHOBOJIHOBBIX BEHIAIOUIUX CTAHIIMI.

Kaptb! mokpsiThst 1 6236l CIyTHUKOB CBSI3H.

Texnonorus WEB SDR.

[TpuHUMIIBI TENE U paAHOBEIIaHMSL.

AmnanoroBoe 1 1u(poBoe BellaHue.

Tenesemanue cpencteamu SDR, aHanu3 Ha cTOpOHE IPUEMHUKA.
Pagunosemanue cpencreamu SDR (am/fm), ananu3 Ha cTopoHe IpUEMHHKA.
[TonaBnenue Tene U paaluoOCUTHAJIOB.

Tene u paguocurxansl B 3agauax APM.

CnyTtHukoBbIe TeXHOJOTHH CBsi3u. SATCOM

CryTHUKOBBIE TeXHOJIOTUU Teono3unmonupoBanus GPS/Galileo/Glonass
MeTeopoaornyeckue CyTHUKH U UX CUTHAJIBI
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42. ApxurtexTypa MOOUIIBHOM CeTH U €€ CUTHAIBI.

43. dopmaThl TAKETOB, IUPKYJIUPYIOIIUX B CETIX MOOHIBHON CBS3H.
44. Cranpaptsl cBsizu (GSM, 3G, 4G ...)

45, YI3BUMOCTH ceTel MOOUILHOM CBSI3H.

46. ITogaBaeHue CUTHAIIOB MOOMIIBLHBIX 0a30BbIX CTAHIUM.
47. MobOunbHas CBA3b U PATMOMOHUTOPHUHT.

48. IIpuHIMIIBI ¥ TPUPOAA aTAK 110 MTOOOYHBIM KaHAJIaM.

49. Knaccudukarys TUIOB aTak Mo MOOOYHBIM KaHAJIaM.
50. HenpegHamepeHHBIC U3ITyYEHUSI.

51. DeKTpOMarHuTHHIE U3TyUCHHUS.

52. N3nmyuenwus 1o notTpebIeHuto.

53. UznydeHusi, CBI3aHHBIC C allllapaTHBIMK YSI3BHMOCTSIMHU.
54. Unentuduxamms [ISMUH u MeTonka moucka.

55. IIpenoTBpaieHre aTak 1mo MoOOYHBIM KaHajIaM.

56. Uto Takoe crucTeMa aBTOMATU3HUPOBAHHOTO ITPOCKTUPOBAHHSL.
57. GNU Radio

58. GNU Radio. OcHoBHbIE 0JI0KH

59. GNU Radio. I'enepanus curaaion

60. GNU Radio. Knaccuueckuii npuém u aHaiu3 CUTHAJIOB
61. GNU Radio. [lepenaua curnana v mojaBjieHue

62. IIporpaMMHBIC BOBMOXHOCTH (pEelMBOpKA.

63. Ucnonszosanne GNU Radio B 3amauax ACPM.

64. Reverse engineering

65. I1O nns Reverse engineering curHaaos

66. CpencrBa mpOTHBOACHUCTBUS

67. Replay ataku

7.2. TeMbl JOKJIaI0B
1. Texnonorust DECT
2. Muctpubytus DragonOSFocal
3. IIporpammuoe obecnieuenne Spectrum RTL.
4. TTapcUHT OTKPBITBIX HICTOUHUKOB JJAHHBIX Ha MPEIMET BbISBICHHUS pajiioyacToT
5. [lepcniekTuBBI pa3BuUTHUs pacrpeneaéHHbx cucteM PM

7.3.  OOpa3ser copepkaHus SK3aMEHAIMOHHOTO OHIIeTa

B cnyuae BezeHus y4eOHOro mpoliecca ¢ UCHOJIb30BaHMEM 3JIEKTPOHHOTO OOy4YeHMsS U
JUCTAaHIIMOHHBIX 00pa30BaTENbHBIX TEXHOJOTHH, coliepkaHue OujieTa MOMKET OTIMYaThCs OT
IIPUBEIEHHOTO.

OBPA3EILl DK3BAMEHHAIIMOHHOI'O BUJIETA
JloHenKHii rocy1apCTBEHHBIM YHUBEPCUTET
OU3NKO-TEXHUYECKHH (PaKyIbTET
Kadenpa paanodpusuku 1 nHHOKOMMYHHUKALMOHHBIX TEXHOJIOTHIA
[Tporpamma Beicuiero o0pazoBanust IIporpamma maructpartypbl

Hampasnenne noarorosku 10.04.01 NudopmarronHast 6€301MacHOCTh

[Tpoduns moaroToBKU WNndopmanronHas 6e30macHOCTb

®dopma 00yueHus Ounas/OuHo-3209Has

Cemectp Tperuit/YerBepThiii

Jucuumnirza ABTOMAaTU3UPOBAaHHBIE CHCTEMBI
pPaTlMOMOHUTOPHHTA

IK3aMeHALUMOHHBIN OnJier Ne 1



1. [TpuHIMIIBI TETie ¥ paHOBEIIAHMS.

2. Knaccudukanuonnsie xapaktepuctuku ACPM.
3. Apxutektypa SDR.

4. Replay araku

VYTBepkaeHo Ha 3aceqaHuu Kadeapbl paguoPU3MKU U HUHPOKOMMYHUKAMOHHBIX

TeXHOJIOTHH, mpoTokot Ne ot . 202 T.
3aBenyronuii kKageapoit B.B. [lanmiios
DK3aMeHaTop SL.U. PymieyHukoB

8. PACIIPEJEJIEHUE BAJIJIOB, KOTOPBIE ITOJIYUAIOT ObYYAIOIIMECA

OOmiast orleHKa 3HAHUK O0YYAIOMIMXCS MO JUCHUIUIMHE MpoBoauTcs 1o 100-0ammsHON
HIKajle MCXOJsd M3 MaKCUMyMa, MpHBeIeHHOro B Tabiuue Huxke. OpraHu3allOHHO-ydeOHas
paboTa B ayAMTOpUHU OIICHWBAETCS HA OCHOBE TAKMX KPUTEPUEB KaK IOCENMAeMOCTh 3aHSATHH,
CBOEBPEMEHHOE M KadyeCTBEHHOE BBINOJIHCHWE IOMAIIHHUX 3aJaHWi, aKTUBHOCTb BO BpEMs
MMPOBCACHUA JICKIMOHHBIX MW IIPAKTHYCCKUX 3aHATHH (y‘-IaCTI/Ie B O6CY)KII€HI/II/I TCKYILICTO U
NPOWCHHOTO MaTepuala, peleHue 3a1a4 1 T.11.).

8.1. Cemectp 1

Howmepa paznenos Bunpl pabot Makenmanproe
KOJIMYECTBO 0aJIJIOB

Opranu3zainoHHO-y4eOHast paboTa B Ay IMTOPUH 20

1-3 CamocrosiTenpHas padbora 10
JlabopaTopHblie pabOThI 40

NTOI'O 70
DK3aMeH 30
OOmuii UTOT 32 CeMecTp 100

CooTBeTcTBHE 0AJLIOB OIIEHKE

OreHKa 10 MATHOAIUIBHOM IIIKajIe
KomnunuectBo 6annoB "
s 100 ECTS | DOx3amen, nuddepeHnnpoBaHHbIN 3auer
3a4er

90-100 A OTJINYHO 3a4TEHO
80-89 B 3a4TEHO
75-79 C XOpOIHo 3a4TEHO
70-74 D 3a4TEHO
60-69 E YIOBJICTBOPUTEIIHEHO aaToHO
35-59 FX HE 3a4TEHO

0-34 = HEYJIOBJICTBOPHUTEIHLHO e 3a9TeHo

9. OBECIIEYEHUME OBPA3OBATEJIBHOI'O ITPOLIECCA IJIA JIULL C
OI'PAHMYEHHBLIMU BO3MOXHOCTAMU 310POBbBA 11 MTHBAJIN/IOB

B xone peanuzanuu AUCITUTUTHHBI UCTIONB3YIOTCS CIASAYIOIINE JOTIOTHUTEIBHBIE METO B
00y4YeHHsl, TEKYIIETO0 KOHTPOJISl YCIIEBAEMOCTH U MPOMEKYTOYHON aTTeCTalluu O00YYarolIuXcs B
3aBUCUMOCTH OT UX MHAUBHUIYATBHBIX OCOOCHHOCTEH:

1) IUIA CIIENBIX U CIa00BUIAILNX

- JIEKIH 0()OPMIISIFOTCS B BUIE SJIEKTPOHHOTO IOKYMEHTA, IOCTYITHOTO C TIOMOIIBIO
KOMIIBIOTEPA CO CIIEeIUATN3UPOBAHHBIM MPOTPAMMHBIM 00ECTICUCHUEM;
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— JUIS ~ BBITIOJMHEHWS]  3aJlaHusi TpU  HEOOXOAMMOCTH  MPEIAOCTABISICTCS
YBEIIMYHMBAIOIIEE YCTPOUCTBO; BO3MOXKHO TAK)KE UCIIOJIb30BAHUE COOCTBEHHBIX YBEITMYMBAFOIINX
YCTPOWCTB;

- MUChbMEHHBIC 3a7]aHusT O(POPMIISIFOTCS YBEITUYCHHBIM IIPH(PTOM.

2) IUTSL TIIYXHUX M C1a00CIbIIIAIINX

- JICKIUH OPOPMIISIOTCS B BUJIE SJICKTPOHHOTO JJOKYMEHTA;

— MMMCbMEHHBIC 33JIJaHUS BHIITOIHSIOTCS Ha KOMITBIOTEPE B MUCbMEHHOU opme;

- 9K3aMEH TIPOBOJUTCS B IHUCHBMEHHOH (OpME Ha KOMIBIOTEPE, BO3MOXKHO
npoBeseHue B (hopMe TeCTUPOBAHMUS.

3) JUTSL JIAIL] C HAPYIICHUSIMH OTIOPHO-/IBUTATEILHOTO amapara:

— JeKIUH 0(POPMIISIOTCS B BHJIE SJIEKTPOHHOTO JOKYMEHTA, JOCTYITHOTO C TIOMOIIBIO
KOMIThIOTEPA CO CIEIHATH3UPOBAHHBIM ITPOrPAMMHBIM 00eCTICUeHHEM;

— MMCEMEHHBIC 33JIJaHUS BHIOJHSIOTCS] HA KOMIIBIOTEPE;

— 9K3aMeH U 3a4€T MPOBOIATCS B YCTHOU (pOpME MIIM BBIMOJIHSIOTCS B MUCHMEHHOM
dbopme Ha KOMIIBIOTEPE.

[Tpu HEOOXOIMMOCTH MPElyCMATPUBACTCS YBEITUYCHUE BPEMEHH JJIS IIOATOTOBKHU OTBETA.

[Iponienypa  mpoBeACHUST  NMPOMEXKYTOYHOM  aTTecTallik Il OOyYaroUIuXcCs
YCTaHABJIIMBACTCSI C YY6TOM HMX HMHIUBUAYAIbHBIX TCHXO(DU3MYECKHMX OCOOCHHOCTEH.
[TpomexyTouHas aTTecTalus MOXKET IPOBOJUTHCS B HECKOJIBKO ATAIIOB.

[IpoBenenne mpoueAypbl OICHHBAHUS PE3YJIbTaTOB OOydYEHHUS JIOMYyCKAeTCs C
UCTIOJIb30BaHUEM JUCTAHIIHOHHBIX 00Pa30BaTEIbHBIX TEXHOIOTUH.

ObecnieunBaeTcst 1OCTyN K MHPOPMAIIMOHHBIM U Oubnuorpadudeckum pecypcam B CETH
WuTepHeT U1 KaXaoro oOydaromierocss B ¢opMax, aJalnTHPOBAHHBIX K OTPAaHUYCHUSM HX
3JI0POBbSI U BOCIIPUATHUS HH(DOpMAIUH:

1) JUTSL CIICTIBIX U CJIA0O0BUISIINX

— B [I€YaTHOUM (popMe YBETUUECHHBIM HIPHUPTOM;

— B (hopMe AJIEKTPOHHOTIO JJOKYMEHTA;

2) JUIS TITYXHUX ¥ CTaOOCBIIIAIIX

— B IeyaTHOM dopme;

— B (hopMe 3IEKTPOHHOTO JJOKYMEHTA.

3) It 00YYaroIIUXCsl C HAPYIICHUSIMU OMTOPHO-/IBUTATEIBHOTO aIapara:

— B IIEUaTHOH Qopme;

— B (hOpMe IIEKTPOHHOTO JJOKYMEHTA.

10. MATEPUAJIBHO-TEXHUYECKOE OBECITEYEHUE YUEBHOI'O [TPOLECCA

VYuebuble 3aHATUS npoBojsATcs B I'maBHoMm kopryce HonI'Y (1. Jownenk, np. I'yposa, 6).
Jlns mpoBeneHusl JIEKIIMOHHBIX 3aHATUN TpedyeTrcss ayauTopHs, 000pyJ0oBaHHAs MEJIOBOM WU
MapKepHOH JT0CKOH, MyJIbTUMEIUHHBINA POEKTOP U 3KpaH, HOYTOYK, KOMIUIEKT yueOHOH Mebenu
JUIsL CTYJEHTOB, pabouee MecTO IMpernojaBaTelis, BbIXod B VHTEepHET — MPOBOAHONW WU C
ucnonb3oBanuem Wi-Fi.

Jlia mpoBeneHus 1abOpaTOPHBIX 3aHATHI TpeOyercss 0O0OpyJoBaHHASI MEPCOHATBLHBIMU
KOMIIBIOTEPAMH ayAUTOPHS.

Jlis caMoCTOSITeNIbHOM pabOThl HCIOJIB3YIOTCS TEKCTOBBIE U DJIEKTPOHHBIE PECYPCHI
HayuHoii OMOAMOTEKM YHUBEpCUTETa U JPYTUX DJIEKTPOHHBIX OMOIMOTEUHBIX 0a3 JaHHBIX,
y4eOHO-MeTOoIMuecKoe olecreueHre, MpPeCTaBIeHHOE B y4eOHO-METOJAMYECKOM KaOWHeTe
['maBHOTO KOpMyCa (ayn.405).

OOyyaromuecs HMMEIOT BO3MOXXHOCTh HCIIOJIb30BAaTh  y4yeOHble MaTepuanbl IO
JTUCLUIUIMHE, pa3MeleHHble Ha miargopme Moodle IlenTpa aucTaHIMOHHOTO 00pa3oBaHMA
OI'BOY BO «JloHI'Y». Ilpu m3ydeHUN TUCHUTIIMHBI TPUMEHSIOTCS JIEKTPOHHOE 00ydYeHUe U
JMCTaHIMOHHBIE 00pa30BaTEIbHbIE TEXHOJIOTUH.
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C  ucmonp30BaHMEM — pecypcoB  IUIAT(GOPMBI  JTUCTAHLMOHHOTO  OOpa3OBaHHS
OCYILECTBIIICTCSI TEKYLIMH KOHTPOJb 3HAHUH OOYyYaroLIMXCSd HAa OCHOBE TECTUPOBAHUS U
IPOBEPKH PE3YJIBTATOB CAMOCTOSITEIBHON PaOOTHI.

11. PEKOMEHAYEMAA JINTEPATYPA

11.1. OcHoBHas nIuTEpaTypa

1. Kopt, C. C. TeopeTudeckre OCHOBBI 3alIUTHl MHPOpMAIUHU : Yuebd. mocodue st
CTYJICHTOB BY30B, O0yYarOIIMXCS 1O TpyIIe creil. B 001 nuadpopM. 6e3onacHoctu / C. C. Kopr. -
M. : T'ennoc APB, 2004. - 233 c.

11.2. lononHuTeIbHAS JUTEPATYPA

2.

12. NHOOPMAIIMOHHBIE PECYPCBI

1. HanmonanbHas 3jekTpoHHas 0udiauorexka (HOb): denepanpHas rocymsapcTBeHHas
uHpopmannonHas cuctema / MunuctepctBo Kymeryper P®; Poccuiickas rocynapcTBeHHas
oubmmoreka. — Mocksa, 2019- . — URL: https://rusneb.ru/ (mara obpamenus: 01.03.2024). —
Pexxum pgoctyna: cBoOoaHBIM, moanucka. Heobxoanma ycTaHOBKA MPOrpaMMHOTO 00€CTIeueHUS.
— TexcT: MeKTPOHHBIH.

2. eLIBRARY.RU: nayunas snekTponHas oubnmoreka: caiiT. — Mocksa, 2000- . — URL:
https://elibrary.ru (mata obpamenus: 01.03.2024). — Pexum gocrtyma: it aBTOPU3OB.
IIOJIB30BaTeNe. —TEeKCT: dJIEKTPOHHBIMN.

3. Hayunas »snexktponnas Oubmuorexka «KubGepJlenmnka»: caiit / Accouuanus
«OtkpbiTas Hayka». — Mocksa, 2014- . — URL: https://cyberleninka.ru/. (nara oOpamienus:
01.03.2024). — Pesxum moctyma: cBOOOHBIN. — TeKCT: 371eKTPOHHBIH.

4. DnexTpoHHO-OnOMMoTeuHas cuctema «Jlaub»: [caiit]. — URL: https://e.lanbook.com
(mata obpamenus: 01.03.2024). — PexxuMm noctyna: A aBTOPU30B. MoJb3oBarenei. — Tekcr:
AJIEKTPOHHBIN.

5. 3BC KOpaiit: snekTpoHHast OubnuoTeuHas cucrema: cat. — Mocksa, 2013. — URL:
https://biblio-online.ru (mara oGpamenus: 01.03.2024). — Pexum npoctyma: ais aBTOPU3O0B.
nosb30BaTenen. — TeKeT: JIEKTPOHHBIM.

6. DaekTponHo-ouéanoTeunas cucrema Joul'Y: caiit / ®TBOY BO «/lonl'Y». —
Honenk, 2016- . — URL: http://library.donnu.ru/ (mara obpamenus: 01.03.2024). — Pexum
noctyna: cBOOOIHBIN. — TeKCT: 3IeKTPOHHBIM.

7. dnexkTpoHHbIii kaTanor Hayuynoit oubmmorexku Honl'Y: paznen caifra / Hb [lonl'V. —
Tekct: anekrpounsii // DBC Jlonl'Y: caiit. — URL: http://library.donnu.ru/catalog/ (mara
obpamtenus: 01.03.2024). — Pexxum tocTymna: HOMCK CBOOOHBIH, SJIEKTPOHHBIE JOKYMEHTHI — JIs
nojb3oBatenen Joal'y.

8. DnexkTponnblii apxuB JonI'Y: pa3aen caiira / Hb Jlonl'Y. — Tekct: 31neKTpoHHBIH //
OBC Moul'VY: caiit. — URL: http://repo.donnu.ru/ (mara oopamenus: 01.03.2024). — Pexum
JOCTYyTa: CBOOOIHBIH.

9. Communication Technologies — VolP : CailT. - URL:
https://www.tutorialspoint.com/communication_technologies/communication_technologies_voip
tm (nara oopamenus: 01.03.2024). — Pexxum goctymna: cBOOOTHBIN.

10. SIP Tutorial: CaiT. - URL:
https://www.tutorialspoint.com/session_initiation_protocol/index.htm (mata oOpalieHus:
01.03.2024). — Pexum noctyma: CBOOOTHBIH.

11. CTF na ®wusrexe: cait. — URL:https://github.com/xairy/mipt-ctf (mara obpamenus:
01.03.2024). — Pexxum nocTyna: CBOOOIHBIH.
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13. I[TPOT'PAMMHOE OBECITEYEHUE

1. Windows 7 PRO (xopnioparuBHas jaunieH3us JJonl'Y Ne 46484614).

2. Microsoft Office (kopniopatusnas muuen3us Joal'yY Ne 46472919).

3. Microsoft Visual Studio (munensust mporpammbl Dream Spark 11t BbICIIMX y4eOHBIX
3aBeICHUN ).

4. Oracle Virtual Box (cBo6oaHo pacmpocTpaHsiemas).

5. Free Linux OS DragonOS Focal (cBo60HO pactpocTpaHsemMast).

6. SDR# (cB0OOHO pacmpocTpaHsemast).

7. GNU Radio Companoin (cBo0oHO pacrpocTpaHsemasi).

8. AutuBupyc Kacnepckoro, Adobe Acrobat Reader, xPDF (yiunen3un GPL, Apache, BSD
JUTSL CBOOOTHOTO MPOTPAMMHOTO 00ECTICUCHU).



