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1. MECTO JUCLMIIJIMHEI B CTPYKTYPE OBPA30OBATEJIbBHOM I[TPOI'PAMMEBI

1.1. TpeGoBaHusl K MpenBapUTEIbHON MOATOTOBKE OOYYaIOLIMXCs, MPEIIIECTBYIOUINE U
COITyTCTBYIOIIIME TUCIUITIMHBI, HA KOTOPBIX OCHOBBIBAETCS M3yUCHHE JAHHOM:

JIMCUMIUTMHBL ~ OporpaMMmbl  OakanmaBpuarta:  Web-mporpammupoBanue,  SI3bIKH
nporpammupoBanus, [IporpamMmmHo-anmapaTHbsle cpeicTBa 3auThl HH)OpMAIUN, JKCIIEPTHBIC
CHCTEMBI B UHPOPMALIMOHHOM 6€3011acHOCTH.

1.2. OcBoeHmne AUCIUILUIMHBI 0OecrieunBaeT (POPMUPOBAHHUE Y CTYJIEHTOB COBPEMEHHBIX
HaBBIKOB MTPO(ecCHOHaIbHONW 00paboTKN HHPOPMALIKH, TO3BOJISIET IPUMEHUTh PaHee U3yUEeHHbIE
S3BIKA  TIPOTPAMMHPOBAHUS, YTO HAaXOAWT OTPaXEHHWE B  TIPOIECCE  MPOXOKICHHS
IPOM3BOJICTBEHHOM U HAYYHOH MPAKTUKH U pabOThl HaJl MAarUCTEPCKON AUCCepTaLeH.

[IpousBojacTBEeHHass MpakTUKa: HAay4YHO-HCCIIEOBaTeNabcKas pabora (oOs3arenbHas),
[Tpou3BoICTBEHHAs IPAKTUKA: IPEAAUIUIOMHAs IPAKTUKa (00s3aTeIbHAs).

2. OIIMCAHUE INCHUIIJIMHBI

2.1. O0mas xapakTepuCTHKA
HaumeHnoBaHue nokaszatess 3HayeHue NOKa3aTesl
HasBanue oOpa3zoBaTesbHOM MporpamMmbl 10.04.01 MudopmarmonHas 6€30MacHOCTb
(Marucrepckas nporpamma:
Hubopmanronnas 6€301MacHOCTb)

udp 1 Ha3BaHHE B COOTBETCTBUH C b1.B.JIB.3.1 Ananu3 Ge3omacHocTy web-
y4eOHBIM IIJIAHOM IIPOEKTOB

Yacte 00pa3oBaTEIbHON MPOTrpamMMBbl BapuaTtuBHas yacTh: BEIOOp CTyIEHTA
KonuuecTBO 3a4eTHBIX e1UHULL / BCETO YacOB 4144

2.2. Pacnipeenenue yacoB 1o opmam u nepuojiaM o0ydeHus

OO0111€€ KOJIMYECTBO YaCOB
d S} & CaMOCTOA-
opMma g1 3 6 .
> | S | nexum- | mabopa- | MPaKTH- | TENbHOH dopma
o0ydeHus 203 BCEro
59 OHHBIX | TOPHBIX | YeCKHX | pabOTHI + KOHTPOJIS

KOHTPOJIb
OuHas, BCcero 2 3 17 34 - 93 144 3a4eT
OuHo-3a04yHas, | 2 4 5 10 - 129 144 3a4eTr

BCETr0

3. LIEJIV AUCIIATUINHEI

I/I3y‘-II/ITB OCHOBHBLIC YA3BUMOCTHU Web-HpI/IJIO)KCHI/If/'I U METOJbI UX BBISABJIICHUA.

4. KOMIIETEHITNY OBYYAIOIIEI'OCS, ®OPMUPYEMBIE B PE3VJIbTATE
OCBOEHIA KOMIIOHEHTA OBPA30OBATEJIbHOU ITPOI'PAMMBI, UX NHIMKATOPBI
N INTAHUPYEMBIE PE3VIJIbTATBI OBYUEHUA

4.1. KomnereHnuu

Komnerenumu WNHaukaTopsl Pe3ynbTarsl 00yueHus

[TK-2 Pa3paboTka I1K-2.1 3HaeT MHCTPYMEHTAIBHBIC TIPOTPAMMHBIC CPEJICTBA
CHCTEM 3alllUThI OuenuBanue JOMEHHOT'O aHAJIN3a, OCHOBHBIX WeD-ys3BuMocCTEi.
uH(popManuu YpOBHS YMmeeT BbIOUpaTh, KBaTU(GUIIUPOBAHHO MPUMEHATH
aBTOMATHU3MPOBAHHBIX | OE30MIaCHOCTH | CPEACTBA oOecrnieueHus H(OPMaLIMOHHON
cucteM (06.33). KOMIBIOTEPHBIX | 0€30MaCHOCTH W IEJNOCTHOCTH  JAHHBIX B

CUCTEM COOTBETCTBUM C  PEIIAEMBbIMH  MPUKIAJTHBIMU

3aJladyaMH U CO3/1aBaeMbIX MPOTPAMMHBIX CUCTEM
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VYMeeT NpOBOMUTH aymuT WED-puiokeHud u
CHCTEM C 11eJIbl0 00ecrieyeH sl uX 0e30MacHOCTH.

5. [TIPOTPAMMA JIUCLHUITJIMHBI

Hazsanue tembl

Kpatkoe copepxanue TeMbl (BOIPOCHI TEMbI)

1. AHanu3 OKpy>KEHHUS

1.1. AKTHBHBIC U TACCUBHBIC METOIbI COOpa MHPOPMAIIHH.

1.2. Meronpl ¢ TOAKIIOYEHHWEM K NPHUIOKEHUI0O W METOIbl 0e3
MOIKJIFOUEHUSI.

1.3. JlanHble, KOTOpBIE MOTYT OBITh MONYy4YeHBI TIpu cOope
uH(pOpMaIUU O caiTe.

1.4. IIporpammMHbIe cpeacTBa it coopa HHPpOpPMALIUH.

1.5. TTouckoBbI€ CUCTEMBI.

1.6. Crienmanu3upoBaHHBIE CKAHEPHI YA3BUMOCTEH.

1.7. ncTpyMeHTalbHbIE CpPEACTBA aHalIM3a 3allUIICHHOCTH CceTel
o0111ero Ha3HAYCHHMS.

1.8. ncTpyMeHTanbHbIE CPE/ICTBA aHAIHN3a 3alUIIIEHHOCTH ceTel BeO
npuinoxxenuid. Dns/whois. KonTenT.

1.9. AxtuBHbII aHaau3: port scanning. Touku BXoa.

2. HTTP-mapametpst

2.1. lHCTpYMEHTHI - aHAJIU3 3alIPOCOB

2.2. IHCTpYMEHTHI - CO37]aHUE 3alPOCOB

2.3. IlpencraBieHre JaHHBIX. 3aroJIOBKU http-3ampoca.
2.4. TlepeMeHHBIE CEPBEPHOTO OKPYKCHHUSI.

2.5. GET- napametpsl. POST-napameTpsi.

2.6. ITapcepsl http 3ampocos.

3. Hukn ananmza

3.1. OcHOBHBIE ATAlbI aHAIN3A TPUIIOKECHHUS.

3.2. O630p BUI0B HHBEHTAPHU3ALIUH YI3BUMOCTEH.
3.3. XapakTepHucTuKa CTa il aHaIn3a.

3.4. O630p UHCTPYMEHTOB, C TIOMOIIBIO KOTOPBIX OCYIIECTBISETCS
WHBEHTapHU3AIIHsL.

3.5. Xapakrepuctuka oT4€Ta.

3.6. IIpoTokomnsl cemeiictBa SSL/TLS.

3.7. Kimment OpenSSL.

3.8. Ommbku cepsepa. P

3.9. PackppiTHe JaHHBIX.

3.10. JlokanbHOE BKITFOYCHHE (HANTIOB.

3.11. Uabekuus KoMaH.

4. SQL nrbekuumn

4.1. Araka BHenpeHus oneparopoB SQL.

4.2. Buapl SQL- uHBEKIIHA.

4.3. Knmaccuueckasi, «ciemnas» tina boolean-based, «ciemnas» tumna
time-based, error-based, Bnoxxennas, ¢parMeHTHPOBaHHASI.

4.4. HenocraTouHast 00pab0TKa BXOAHBIX HEJOBEPEHHBIX JIAHHBIX
npu GopMHUpPOBaHUH BeO-TIpriIokeHneM SQL-3ampocoB.

4.5. Dkcnnyatanus ysizBuMocten K SQL- HHBEKIUAM.

5. 3amuneHHOCTh
MEXaHHU3Ma
yIIpaBICHUS
JOCTYTIOM

5.1. AyteHTH(UKAIUS TIO TAPOIIO.

5.2. IByx u Tpex(akropHas ayTeHTU(DUKAIHSL.

5.3. IuddepennmanbHplii aHaTU3 MEXaHU3Ma YIIPaBJICHUS JOCTYIIOM.
5.4. OCHOBHOI MEXaHH3M 3aIIUTHI JAaHHBIX U METOJIOB, MPUIICIIHX
13 pa3sHBIX UCTOYHHUKOB. Same-Origin Policy.

5.5. AHanu3 Ha YPOBHSIX NIPEJCTABICHUS, OM3HEC-IOTUKH U JAHHBIX
BEO-TIPUIIOKEHHUS.
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6. Ysa3Bumoctu
CECCHH.

6.1. [TocnenoBarensHOCTH, HTTP- 3am1pocoB 1 COOTBETCTBYIOUINX MM
HTTP-oTBeTOB, acCOIMUPOBAHHBIX C KOHKPETHBIM TI0JIb30BATCIICM.
6.2. OCHOBHBIC aTaK¥ Ha MEXaHU3MBI YIIPABJIICHHSI CECCUSMMU:
(dbukcamus ceccuu, moadop UISHTU(PHUKATOPA CECCHH, TTepEXBaT
UACHTU(PUKATOPA CECCHHU, KpaXka HICHTU(UKATOPA CECCHH.

6.3. OcHOBHBIE TpeOOBaHUsI OE30MACHOCTH K pealn3alii MeXaH1u3Ma
YIPABICHUS CECCHSIMH.

7. YS3BUMOCTH K
CSRF u XSS
aTaKaM.

7.1. Ataka Cross-Site Request Forgery npuuuHbl YSI3BUMOCTH H
METO/1bl OOHAPYKEHUS.

7.2. Cross-Site Scripting (XSS) artaka Ha BeO-TpUIOKEHHE,
HCIOJIB3YIOIIAsl HEIOCTATKH HETIPaBUIbHON 00paOOTKHU TaHHBIX.

7.3. Knaccugukanus 1o no BeKTopy 1 crocody Bo3JIeHCTBHUS.

7.4. Tlo Bextopy: otpakennsie (reflected), ycroitunBsie (persistent) u
OCHOBaHHBIC Ha 00BEKTHOU Mojenu nokyMmeHnTa (DOM-based).

7.5. Tlo cnocoOy- akKTHBHBIC U TACCHBHBIE.

7.6. UTO MOXKET MOJIY4UTh 3I0YMBIIUIEHHUK, TpoBeas XSS aTaky.
XSS: ucrnosib30BaHuUE.

8. Iloct-
AKCIUTyaTaIus

8.1. [Touck u ’KcIUTyaTanus rpyoObIX HEIOCTATKOB, JOMYIICHHBIX HA
JTamax peaan3annuy Wik KOHQUTyparuu.

8.2. DKcmmyaTtamys XOpoIIo U3BECTHBIX YS3BUMOCTEH.

8.3. [Togbop maposneit onnaiiy u odJiaiiH.

8.4. llepmanenTHsblil foctymn: backdoors

6. CTPYKTYPA U COAEPXXAHUE ANCHUIIJIMHbBI

6.1. ®opma 00yueHuUss — 0OUHas1, Kypc — 2, ceMecTp — 3

HaumeHnoBanwust pa3aenoB u TeM Kommiectso yacos
Jlexkn. | Jla6op. | Ilpakr. | CPC+K | Beero

1. AHanu3 OKpYyKEeHHUS 2 4 - 10 16
2. HTTP-mapameTpbl 2 4 - 10 16
3.1lukn aHaymM3a 2 4 - 10 16
4. SQL uabexunun 2 4 - 10 16
5. 3aMIIEeHHOCTh MEXaHU3Ma YITpaBICHUS 2 4 - 11 17
JOCTYTIOM

6.YA3BUMOCTH CECCHUU. 2 4 - 14 20
7.Ys3eumoctu kK CSRF u XSS arakam. 2 4 - 14 20
8.IlocT-akcmuryaTarus 3 6 - 14 23
HUTOI'O 3A CEMECTP 17 34 - 93 144

6.2. ®opma o0yueHHs — O4YHO-3a09HasA, Kypc — 2, cemecTp — 4
HanmeHnoBaHwusI pa3eiioB U TeM Kommiectso gacos
Jlexku. | Jla6op. | Ilpakr. | CPC+K | Beero

1. AHaIIU3 OKPYKEHUS 0,6 2 - 16 18,6
2. HTTP-mapameTps1 0,6 1 - 16 17,6
3.11ukn ananuza 0,6 1 - 16 17,6
4. SQL uabeKuun 0,6 1 - 17 18,6
5. 3anMIIEeHHOCTh MEXaHW3Ma YIpPaBIeHUS 0,6 1 - 16 17,6
JOCTYTIOM

6.YA3BUMOCTH CECCUU. 0,6 1 - 16 17,6
7.Ys3eumoctu kK CSRF u XSS arakawm. 0,6 1 - 16 17,6
8.IlocT-skcmmyaTarus 0,8 2 - 16 18,8
HUTOI'O 3A CEMECTP 5 10 - 129 144




7. OHEHOYHBIE MATEPUAJIBL (CPEACTBA) UISI TEKVILIET'O KOHTPOJIA
YCIIEBAEMOCTU, IPOMEXYTOYHOU ATTECTAIINUA

7.1. KoHTpOnbHBIE BOMIPOCHI

1. AKTUBHBIE U TTACCUBHBIE METO/IbI COOpa MH(GOPMAITUH.

2. MeTo/bl C MOAKIIIOYEHUEM K IPUIIOKEHUIO K METO/IbI €3 MOIKII0YECHUS.

3. JlaHHBIE, KOTOPBIC MOTYT OBIThH MOJTYYCHBI IPH COOpPE MHPOPMAITIH O CaiTe.

4. IlporpamMHbIe cpeacTBa s cOopa HH(GOpMaIUH.

5. Iouckossie cucremsl. Google Hacking.

6. Cneumann3upoBaHHBIE CKAaHEPH! YA3BUMOCTEH.

7. HWHcTpyMeHTalbHbIE CPECTBA aHAJIN3a 3alUIIEHHOCTH CeTeil 00I1ero Ha3HaYeHUs!.

8. HHcTpyMeHTallbHBIE CpE/ICTBA aHAJIM3a 3allUIIEHHOCTH CeTed BEeONPHUIIOKEHUH.
Dns/whois.

9. AxTuBHBII aHanu3: port scanning. Touku BXxoxa.

10. HMHcTpyMeHTHI Ui aHau3a u co3anus http 3ampocos

11. TIpencraBieHue JaHHBIX.

12. 3arosoBku http-3ampoca. [lepeMeHHBIC CEpBEPHOTO OKPYKCHHUS.

13. GET- napametpsl. POST-napametpsr. Ilapcepsr http 3ampocos.

14. OcHoBHbIE 3TaIlbl aHAJIN3a TPUITOKEHUSI.

15. O0630p BUIOB MHBEHTAPU3AILIMHU YI3BUMOCTEH. XapaKTepUCTHKA CTaIUi aHAIIN3A.

16. O030p HHCTPYMEHTOB, C IIOMOMIBIO KOTOPBIX OCYIIECTBIISIETCS HHBEHTApU3aIIHSI.

17. Ilpotokomnsl cemeiictBa SSL/TLS. Knuent OpenSSL.

18. Ommbkwm cepBepa. PackpriTie TaHHBIX.

19. JlokanpHOe BKIItOUEHHUE (DaityioB.

20. Wubekuus KoMaHI.

21. Araxa BHenpenus onepatopoB SQL. Bunabl SQL- uHBEKITHH.

22. Kiaccuueckas, «ciemas» tuma boolean-based, «cienas» tuma time-based, error-
based, BmokeHHasi, parMeHTHpPOBaHHAsI. HEJOCTaTOYHAsi 00pabOTKa BXOIHBIX HETOBEPEHHBIX
JAHHBIX TpU GOpMHUPOBaHUH BeO-TipriiokeHueM SQL-3ampocos.

23. Dkcrutyaranus ysa3BUMocTed kK SQL- HHBEKITUSAM U 3aIlnTa.

7.2. TeMbl HOKIAI0B

. Coop nH(pOp™MaIum o BeO-TIPUIT0KEHUH.

. CkaHMpOBaHHE YA3BUMOCTEH BEO-TIPUIIOKCHHI

. Hopku u Google Hacking.

. Ananu3 HTTP-3anpocoB

. [Iepexsar HTTP-3anpocos

. TecTupoBaHue 3alUIIEHHOCTH TPAHCIOPTHOTO YPOBHSL.

. TecTupoBaHue 3alUIIEHHOCTH MMPUKJIATHOTO YPOBHSI.

. TecTupoBaHue Ha yCTOWYMBOCTH K aTakaM OTKa3a B 00CITy>KUBaHHH.
. [Mouck ys3BumocTel k arakam SQL-injection.

10. TecTupoBaHue 3aLIUIIEHHOCTH MEXaHU3Ma YIIPABICHUS JOCTYIIOM.
11. TecTupoBaHHE 3aUIUIICHHOCTH MEXaHU3Ma YIIPABJICHUS CECCUSIMHU.
12. TTouck ys3pumocteit k atakam RCE.

13. TecTupoBaHHe HA HAJTMYUE YSA3BUMOCTEH B JIOTUKE MPUIIOKEHUH.
14. TTouck ys3Bumocteii k atakam CSRF.

15. Tlouck ys3BumocTeil k arakam XSS.

16. Bakaopsi.

17. be3onacHas ayTeHTH()HUKALINS.

O©CoOoO~NOoO U WN P
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8. PACITPEAEJIEHUE FAJIJIOB, KOTOPLIE ITOJIVUAIOT OBYYAIOUINECA

OOmas orneHka 3HaHWI OOyYarONIMXCs MO AUCHMIUIMHE TpoBoauTcs no 100-6amibHON
IIKaJe WCXOJS M3 MaKCHMyMa, TPUBEICHHOrO B Tabuuie Huwke. OpraHu3aioHHO-y4eOHas
paboTa B ayJMTOPUH OIICHHBACTCS HA OCHOBE TAKUX KPUTEPUEB KaK MOCENIAEMOCTh 3aHATHH,
CBOCBPEMCHHOE ¥ Ka4eCTBCHHOC BBIMIOJIHCHHE JOMAIIHUX 3aJ@HUi, aKTUBHOCTh BO BpEMsI
NPOBEJCHUS JICKIMOHHBIX M IMPAKTUYECKUX 3aHATHH (y4acTHe B OOCYKICHUHM TEKYILEro |
IPOIICHHOTO MaTepHalia, PEIICHNE 3a1a9 ! T.IL.).

8.1. Cemectp 3

Howmepa pazaenos Bunsr pabot MaxcimaibHoe
KOJINYECTBO 0alJIOB

Texymuii KOHTPOJIb: 5

1-8 JlaboparopHbie pabOTHI 34
Jlokaa mo BEIOpaHHOHN TeMe 11

UTOI'O 50
3auer 50
OO0muii UTOT 32 CeMecTp 100

CooTBeTCTBUE OAJIOB OLIEHKE

O11eHKa 10 NATHOAUILHOM IIKaJIe
KonunuectBo 6anios "
s 100 ECTS | Dxzamen, nudpdepeHInpoBaHHBIN 3auer
3a4er

90-100 A OTJINYHO 3a4TEHO
80-89 B 3a4TEHO
75-79 C Xopotto 3a4TEHO
70-74 D 3a4TEHO
60-69 E YIOBJICTBOPUTEIHHO ATTeHO
35-59 FX HE 3a4TCHO

0-34 = HEYJIOBJIETBOPUTEIHHO o 339TeHO

9. OBECIIEYEHHME OBPA30BATEJIBHOI'O ITPOLECCA AJIA JIUIL C
OI'’PAHMYEHHBIMHU BO3MOXHOCTAMMU 3I0POBbS 1 MTHBAJIM/IOB

B xone peanuzanuu AUCITUTUTHHBI HCTIONB3YIOTCS CASAYIOIINE JOTIOTHUTEIIBHBIC METO B
00y4YeHHUsI, TEKYIIETO KOHTPOJISl YCIIEBAEMOCTH U MPOMEKYTOYHON aTTeCTAIlUU O0YUArONINXCs B
3aBUCUMOCTH OT WX MHIMBUIYAITBHBIX OCOOCHHOCTEH:

1) JUISL CICTIBIX M CIIA00BHISIIUX

- JIEKIUH 0(hOPMIISIFOTCS B BUJIE SJIEKTPOHHOTO JIOKYMEHTA, JIOCTYITHOTO C TIOMOIIIBIO
KOMIIBIOTEPA CO CTICIIMATU3NPOBAHHBIM MPOTPAMMHBIM 00eCIICUCHHUEM;

- JUISL  BBITIOJIHEHWS  3aJaHUs  TPH  HEOOXOJWMOCTH  TPEIOCTaBIISCTCS
YBEIMUYUBAIOIIEE YCTPOUCTBO; BOZMOYKHO TaKXKE UCTIOIB30BAaHUE COOCTBEHHBIX YBEIMIMBAIOIIIX
YCTPOMCTB;

- MUChMEHHBIC 33JIaHusT OPOPMIIIOTCS YBEITMUEHHBIM MIPU(TOM.

2) JUTS TITYXUX U CJIA00CITBITIAIINX

- JIEKIIUU 0POPMIISIFOTCSI B BHJIE DJICKTPOHHOTO JOKYMEHTA;

- MMMCbMEHHBIC 33/TaHKS BBITIONHSAIOTCS HAa KOMITBIOTEPE B MUCHbMEHHOU (opMme;

- 9K3aMEH TIPOBOJIUTCS B THCHBMEHHOH (OpMe HAa KOMIBIOTEPE; BO3MOXKHO
poBeicHUE B (OpME TECTUPOBAHUS.

3) TUTSL JIUI] ¢ HAPYIICHUSIME OTIOPHO-JIBUTATEIHLHOTO arapara;

- JeKUUU 0(hOPMIISIOTCS B BUIE DJIEKTPOHHOTO TIOKYMEHTA, JOCTYITHOTO C TOMOIIIBIO
KOMIIBIOTEPA CO CTICIIMATU3NPOBAHHBIM MPOTPAMMHBIM 00eCIICUCHHUEM;

- MMUCHbMEHHBIC 33JIJaHUS BHIMOIHIIOTCS HA KOMITBIOTEPE;

- 9K3aMEH U 3a4€T MPOBOJATCS B YCTHOW ()OpME HITU BBITIONHSIOTCS B MMUCHMEHHOM
dbopMe Ha KOMITbIOTEPE.
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[Tpu HEOOXOIMMOCTH TIPElyCMaTPUBACTCS YBEITMYCHUE BPEMEHH /IS IOATOTOBKH OTBETA.

IIponenypa  mpoBeleHHs  NPOMEXKYTOYHOW — arTecTaluu Uil OOydYaromuxcs
YCTaHABIMBACTCS C YYETOM WX HWHIWBUAYAIBHBIX TCHXO(DH3MYECKHUX OCOOCHHOCTEH.
[TpomesxyTouHas aTTecTalusi MOXKET IPOBOJUTHCS B HECKOJIBKO ATAIIOB.

[IpoBenenue mnpoueaypbl OLEHMBAHMS PpE3yJIbTaTOB OOYy4YEHMsI JIOIyCKaeTcs C
UCIIOJIb30BAaHUEM JUCTAHIIMOHHBIX 00pPa30BaTEIbHBIX TEXHOIOTUH.

ObecnieunBaeTcst 10CTyIl K MHPOPMAIIMOHHBIM U OubnIHorpaduyeckuM pecypcam B CETU
WutepHer Ui Kaxaoro oOydaromierocs B (opMmax, aJalTHPOBAHHBIX K OrPAaHUYEHUSIM HX
3/10pOBbs U BOCTIPUSATHUS HHPOPMALUH:

1) JUTSL CIIETBIX U CIIA00BUISIINX

— B [I€YaTHOHN (popMe YBETUUEHHBIM LIPUPTOM;

— B (hopMe 3JEKTPOHHOTO JOKYMEHTA;

2) IUTSL TIIYXHX | CITa00CIBIIIAIINX

— B IIEYaTHOM Qopme;

— B (hopMe 3IEKTPOHHOTO JOKYMEHTA.

3) 111 00yYaroIuXxcs ¢ HApYLUIEHUIMU OIIOPHO-/IBUTaTEIbHOTO allapara:

— B Ie4aTHOM dopme;

— B (hopMe 3JEKTPOHHOTO JJOKYMEHTA.

10. MATEPUAJIBHO-TEXHUYECKOE OBECITEUEHUE YYEBEHOTI'O ITPOLIECCA

VYuebnbie 3ansaTus npoBosaTcsa B kopiyce Ned JIonl'V (r. Jonenk, p. Tearpanshbrid, 13).
Jlnst mpoBeieHrs TEKIMOHHBIX W MPAKTUYECKUX 3aHATHI TpeOyeTcs: ayiuTopus, 000pyaoBaHHAs
MEJIOBOM MJIM MAapKEpHOW JOCKOH, MYJIbTHUMEIUNHBIA IMPOEKTOP U dKpaH, HOYTOYK, KOMILJIEKT
yueOHOM MeOenu Al CTyIEHTOB, pabouee MECTO MpemnojaBaTens, BbIXoJ B HTepHeT —
NPOBOIHOM HIIK C UcHoJb3oBanueM Wi-Fi.

Jns npoBenenust 1a0OpaTOpHBIX 3aHATHH Tpebyercs sabopaTopusi, obecriedeHHas
NEPCOHAIBHBIMU KOMIIBIOTEPAMHU.

Jlis caMOCTOSITENIbHOM paboThl HCIIONIB3YIOTCS TEKCTOBBIE W DJIEKTPOHHBIE PECYPCHI
HayuyHoli OMONIMOTEKM YHUBEpCHUTETa U JPYTUX DJIEKTPOHHBIX OMOIMOTEYHBIX 0a3 NaHHBIX,
y4eOHO-METOINYeCKOoe OOecreueHne, MPeICTaBIeHHOEe B Y4YeOHO-METOJUYECKOM KaOuHeTe
I'maBHoro xopmyca (ayn.405).

OOyuaronrecs HMMEIOT BO3MOXXHOCTh  HCIIONIb30BaTh  y4eOHble MaTepuaibl IO
JTUCLUIUIMHE, pa3MenieHHble Ha riargopme Moodle IlenTpa aucTaHIMOHHOTO O00pa3OBaHHS
®OI'BOY BO «JloHI'Y». Ilpu u3ydeHUH AUCIUIUIMHBI MPUMEHSIOTCS 3JIEKTPOHHOE OOy4YeHHE U
JMCTaHIIMOHHBIE 00pa30BaTEIbHBIE TEXHOJIOTHH.

C  wucnonmp3oBaHuMEM  pecypcoB  MmIaTGOpPMbl  TUCTAHIIMOHHOTO  00OpazoBaHUs
OCYILECTBIIICTCSI TEKYIIMH KOHTPOJb 3HAHUK OOYYalOIIMXCS HAa OCHOBE TECTUPOBAHUS U
MIPOBEPKHU PE3YyJIbTATOB CAMOCTOSTENILHOM paOOTHI.

11. PEKOMEHAYEMAS JIMTEPATYPA
11.1. OcHoBHas nuTEpaTypa

1. Kopr, C. C. TeopeTrueckne OCHOBBI 3aIlIMTHl MHPOpMAIMHU : Y4ed. mocobue mis
CTYJICHTOB BY30B, 00YJaIOIIUXCS 1O TpymIe crell. B 061, uadopm. 6ezonacHoctu / C. C. Kopr. -
M. : I'emmoc APB, 2004. - 233 c.

2. NadopmanmonHas 6€30MacHOCTh OTKPBITHIX CUCTEM [TekceT] : y4eOHMK IS CTYJICHTOB
By30B, oOydvarontuxcs mo cneruanbHoct 075500 (090105) - "KommnekcHoe obecrieueHue
MHPOPMALMOHHON Oe30macHOCTH aBTOMaTH3upoBaHHBIX cuctem" : [B 2 T.]. T. 1 : Yrpossl,
ySI3BUMOCTH, aTaku u moaxonabl k 3amute / C. B. 3ameunukos, H. I'. Munocnasckas, A. U.
Toncroi, JI. B. Ymakos. - M. : Topsiuas Jlunus-Tenexom, 2006. - 535 c.

3. TaeBckuii, A. }0. 100% camoyuutenp mo co3ganuro Web-ctpanun u Web-callToB.
HTML u JavaScript / A. 1O. I'aeBckwuii, B. A. PomanoBckuid. - M. : Texaonomku-3000 : Tpuymd,
2008. - 457 c.



11.2. JlomoTHUTEIBHAS TUTEpATypa

5. Xopes, I1. b. Kpunrorpaduueckue nntepdeiicel u ux ucnonn3onanue / I1. b. Xopes. -
M. : Topsiuas JIunus-Tenexom, 2007. - 277 c.

5. Jlomos, A. 1O. Apache, Perl, MySQL: npakTuka co3gaHus TUHAMUYECKHX CaHTOB :
camoyuutens / Apremuit Jlomos. - CII6. : BXB-IlerepOypr, 2007. - 354 c. + 1 a1eKTpoH. ONT.
nuck (CD-ROM).

12. ”THOOPMALIMOHHBIE PECYPCBI

1. Ananu3 6e30macHOCTH BeO-TIPOEKTOB [DNEeKTpOHHBIA pecypc]. — Pexum pocryna:
https://stepik.org/lesson/19928/step/3?unit=4735.

2. OcHOBBI aHanM3a OE30MaCHOCTH BEO-NIPOEKTOB [DIEKTpOHHBIM pecypc]. — Pexum
nocryna: https://ezhvsalate.ru/posts/osnovy-analiza-bezopasnosti-veb-proektov/

3.CTF na  Qusrexe [OnexTpoHHBI  pecypc]. —  Pexum  poctyma:

https://github.com/xairy/mipt-ctf
4. PentesterAcademy Courses and Online Labs [Dnexrponnsiii pecypc]. — Pexum
nocryma: https://www.pentesteracademy.com/

5.0pen security training.info [Dnexkrtponnblii pecypc]. — Pexum goctyma:
http://opensecuritytraining.info/
6. Natas. [D5eKTPOHHBIM pecypc]. — Pexum JOCTYyIIA:

https://overthewire.org/wargames/natas/: 5. Harmonasnbhas 3iekrpoHHas Oubmuoreka (HOB):
denepanbHas rocyaapcTBeHHas uHpopmanuoHHas cuctema / MunuctepctBo KymnbTypsl PO;
Poccwuiickas rocynapctBenHasi oubnmuoreka. — Mocksa, 2019- . — URL: https://rusneb.ru/ (nata
obpamenus: 01.09.2023). — Pexum poctyna: cBoOoaHbIN, noanucka. Heobxoauma ycTtaHOBKa
MIpOrpaMMHOTO obOecrieueHus. — TeKCT: IIEKTPOHHBIN.

7. eLIBRARY.RU: nayunas snexktponHas 6ubimoreka: cadt. — Mockga, 2000- . — URL:
https://elibrary.ru (mata oOpamenus: 01.09.2023). — Pexum gocrtyma: Juis aBTOPU30B.
nosb30BaTeaeh. —TeKCT: 2IEKTPOHHBIN.

8. Hayunas snextponHas 6nbnmnorexa «KubepJlennnka»: caidt / Accoumanus «OTKpbITas
Hayka». — Mocksa, 2014- . — URL.: https://cyberleninka.ru/. — Pesxum gocTyma: ¢cBOOOIHBIN. —
TekcT: 2JIeKTPOHHBIN.

9. DnexTpoHHO-OMOAKOTEUHas cucteMa «Jlaub»: [caiit]. — URL: https://e.lanbook.com
(mata oOpamenusi: 01.09.2023). — Pexum goctyna: AJis aBTOPU30B. TMoJib3oBaTeneil. — Tekcr:
3JIEKTPOHHBIMN.

10. OBC IOpaiit: anekTporHast OubIMoTeyHast cucrema: caidtT. — Mocksa, 2013. — URL:
https://biblio-online.ru (mara o6pamenus: 01.09.2023). — Pexxum mocTyma: s aBTOPU30B.
IOJIb30BaTeNe. — TEeKCT: dJIEKTPOHHBIMN.

11. DnexrponHo-OnOMHMoTeuHass cucrema Jlonl'Y: caiit / ®I'BOY BO «lonl'Y». —
Honeuk, 2016- . — URL: http:/library.donnu.ru/ (mara oo6pamenus: 01.09.2023). — Pexum
JIOCTYTIa: CBOOOAHBIN. — TEKCT: JIIEKTPOHHBIN.

12. Dnextponnsblii kaTanor HayuyHoit 6ubianotexu Honl'Y: pasnen caiita / Hb Honl'Y. —
Tekcr: snekrpounsii // DBC Jlonl'V: caiit. — URL: http://library.donnu.ru/catalog/ (nara
obparmienusi: 01.09.2023). — Pexxum 1ocTyma: mouck cBOOOHBIN, JIEKTPOHHBIE TOKYMEHTHI — JIJIs1
nonb3oBaresen JJorl'y.

13. Dnexrponnsiii apxus JJoul'Y: pasnen caiira / Hb Joul'Y. — Tekct: aneKTpoHHBIH //
OBC Moul'VY: caiit. — URL: http://repo.donnu.ru/ (mara o6pamenus: 01.09.2023). — Pexum
JOCTyTa: CBOOOTHBIM.

13. IPOTPAMMHOE OBECITEUEHUE

1. Windows 7 PRO (xopriopartuBHast munensust Joul'Y Ne 46484614)
2. Microsoft Office (kopropatuBnas ymuuen3us JJoul'Y Ne 46472919)
3. Yandex-0pay3sep (cBoboano pacmnpoctpansemoe [10).
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